Physical Unclonable Function (PUF)
Mobile and embedded devices are becoming inevitable parts of our daily routine.
Similar to other electronic devices such as read access memory (RAM) and storage, mobile devices require to authenticate and to be authenticated in a secure way. Usually, this can be accomplished by servers which possess private information for all devices. Since these devices are inherently mobile and operating in untrusted environments, they are prone to be accessed by untrustworthy users. One way to address this issue is to plant a secret key in the electrically erasable programmable read-only memory (EEPROM) or battery backed static random-access memory (SRAM) of the device. However, this solution is power consuming and expensive. Moreover, these memories are vulnerable to malicious attacks.
Physical unclonable function (PUF) is a unique physical feature of semiconductor device such as microprocessor that can be generated from the physical conditions such as supply voltage, temperature, etc. The main advantages of PUFs are easy to extract digital fingerprints, inexpensive, and do not require nonvolatile memories such as EEPROM or Non-volatile (nvSRAM).
Physical unclonable functions (PUFs) can be used in order to authenticate or store the secret keys [1, 5] . The fundamental characteristic of PUF is that there is not any storage for keeping the secret key. Instead, the PUF extracts the key from the features and attributes of the device. Temperature, humidity, and air pressure affect attributes for each PUF. For instance, Herder and et. al examine gate delay Ring Oscillator and its application as Physical Unclonable Function (PUF) for Password Management Alireza Shamsoshoara as a feature for deriving the secret key [2, 6] . Using physical characteristic in PUFs is advantageous because developing circuits for each PUF is simpler; also, passive attacks are not efficient due to the fact that the secret key is obtained based on physical characteristics when the device is powered on. In addition, nonvolatile memories are more expensive in fabricating and using additional layers during the design. Furthermore, PUFs do not need any external source or battery resource;
however, RAMs like SRAM or are in need of some external energy source to store the secret key.
One of the key features of PUF is that, even though the building methods are the same for different PUFs, each PUF acts differently in generating the secret key [2] .
This concept is called "unique objects" [3] . For instance, this word is defined as a fingerprint for a device which is assumed as stable and robust over time [5] .
Methods to design PUFs
PUFs are categorized based on their applications. 1) low-cost authentication and 2) secure key generation are two main applications for PUFs. Based on these, "Strong PUF" and "Weak PUF" are delineated. In most scenarios, strong PUFs are utilized for authentication and weak PUFs are employed for key storage. Pappu et al. in 2002 implemented the first strong PUF which was called "physical one-way function" [4] . 
Ring Oscillator
A ring oscillator is a device composed of an odd number of NOT gates in a ring, whose output oscillates between two voltage levels, representing true and false. The NOT gates, or inverters are attached in a chain and the output of the last inverter is fed back into the first one. Figure 1 and 2 demonstrate the input and out voltage of a single inverter. 
Frequency of Ring Oscillator
The frequency of the ring oscillator is related to the values of resistor and capacitor of each line, If we assume that, all stages have same value and the number of NOT gates is equal to n, the frequency of the output is equal to: 
Implementation of Ring Oscillator
In order to implement the ring oscillator, CMOS ICs such as 74HC04 and 74HC00
are placed on breadboard for NOT and NAND gates. Again, we used discrete resistors and capacitors in the circuit. The reason is that, without using any resistor or capacitor the frequency is too high to measure that with microcontroller that I'm suing for this project. Also, because I couldn't find any mutliplexer or demultiplexer, I attached all of the inputs of rings to the VCC and with aid of the microcontroller I measure the frequency of each output simultaneously. Figure 7 demonstrates the breadboard and other elements on that.
Ring Oscillator and its application as Physical Unclonable Function (PUF) for Password Management Alireza Shamsoshoara For measuring the frequency, raspberry pi is used for the microcontroller purpose.
Interrupts and timer of micro are used in raspberry pi to detect the edge of signals and count the pulse in a definite amount of time which is 0.5 second in this project.
Each interrupt is enabled based on the occurred event on GPIO pins of the micro and after edge detection, a callback function is called to count the pulse for the proper outputs. The structures of interrupts and callback functions are depicted in Figure 8 and 9.
The whole code of the python language is attached in appendix section. After mea-Ring Oscillator and its application as Physical Unclonable Function (PUF) for Password Management Alireza Shamsoshoara which is showed in figure 10 in raspberry Pi shell.
One of the problem that I had during this project was related to trust of measuring.
So, instead of using the oscilloscope I ordered a logic analyzer for comparing the frequency of each line. The price of this device is only 10$ and link is placed here:
https://www.amazon.com/HiLetgo-Analyzer-Ferrite-Channel-Arduino/dp/B077LSG5P2/ ref=sr_1_3?ie=UTF8&qid=1525562576&sr=8-3&keywords=logic+analyzer
After Comparing the logic analyzer output with the measured frequencies by raspberry pi, I figured out that the values are close to each other and I can trust my frequency counter by the raspberry pi. The output of pulses in the application is depicted in figure 11 .
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Demo and Test
For this project, a graphical user interface is designed in MATLAB for better sense of the project. There are three modes in this application: 1) Registration, 2) Authentication, and 3) Display the table. Figure 13 shows how a user can register with user name and password and it shows the challenge contents of the first 8 bits. 
